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Abstract: This work addresses selected aspects of human factors in designing the 

instrumentation and control (I&C) systems important to safety as a part of the functional 

safety management of industrial hazardous plants, in particular nuclear power plants. As it 

is known in such plants a concept of “defence in depth” (D-in-D) is widely applied and 

some layers of protection are designed with regard to functional safety (FS) concept given 

in the international standards: IEC 61508 (FS generic standard), IEC 61511 (FS in process 

industry sector) and IEC61513 (FS in nuclear power plants). These standards indicate 

generally the importance of human factors, as the human-operators can contribute 

significantly to performing of safety functions, however, there is no detailed guidelines 

how to deal with such issues. The aim of research undertaken and outlined in this article is 

to develop methodology for supporting the design of I&C systems important to safety that 

might include evaluation of human factors and human reliability analysis (HRA). It is of 

prime importance for correct verification of the safety integrity level (SIL) of defined 

safety functions being implemented using the I&C systems.  

Keywords: Human factors, instrumentation and control, defence in depth, 

functional safety, human reliability analysis. 

1. Introduction 

Some opinions are expressed among specialists, supported by research concerning causes 

of industrial accidents, that broadly understood human factors and human errors 

committed are roots of 70-90% of accidents [22], depending on the industrial sector and 

plant category. Because various physical and functional defences against hazardous events 

are used in industrial plants to protect people and environment, it is clear that multiple 

faults have contributed to most of accidents.  

It has been often emphasized in the literature that accidents usually have arisen from 

combination of latent and active human errors, also those of a systematic nature. The 

systematic errors in principle can be committed in various life cycle phases, during 

design, operation and maintenance. The characteristic of latent errors is that they do not 

immediately degrade the safety functions, but in combination with other events, such as 

random equipment failures, external or internal disturbances and active human errors, can 

contribute to hazardous events and major accidents with serious consequences. Some 

categorizations of human actions and potential errors have been proposed, e.g., by Swain 

and Guttmann [25], Rasmussen [22] and Reason [23]. 

Potential human errors are to be incorporated into the probabilistic models as relevant 

failure events with probabilities assigned using selected method of human reliability 

analysis (HRA) [3, 6]. Careful analysis of expected human behaviour (including context 

oriented diagnosis, decision making and intentional actions) and potential errors is an 

essential prerequisite of correct risk assessment and rational safety-related decision 

making [22]. The probabilities of the failure events depend significantly on various 

human, organisational, environmental and technical factors being categorised as a set of 

performance shaping factors (PSFs) relevant to the human activity (diagnosis, decision 
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making and/or action) and potential errors considered for given hazardous situation. The 

PFSs can be of internal or external nature and can be divided into several categories [3, 

24, 25]. A general program review model is outlined in the document NUREG-0771 [26]. 

Lately some approaches have been proposed by Carey [2] and Kosmowski [17] how to 

deal with the human factors issues in the context of functional safety analysis and 

management [14], and generally in automated industrial installations, especially those 

using computerized programmable control and protection systems operating in networks 

[18, 19]. Such systems are nowadays used in the hazardous process industry [15] and 

nuclear power plants [16]. Thus, it is necessary to consider the human factors in the 

context of safety functions to be implemented using the electric / electronic / 

programmable electronic (E/E/PE) systems. An important part of a safety function can be 

a human operator (a member of crew in the control room or maintenance / repair group) 

interacting with the safety-related systems in various normal and abnormal plant states 

through the human machine interface (HMI) [7, 24].  

Nowadays the operators supervise the process and make decisions based on 

information from the basic process control system (BPCS) [14], the alarm system (AS) 

and/or operator support system (OSS) [19], the safety instrumented system (SIS) in the 

process industry [15], or the instrumentation and control (I&C) systems in nuclear power 

plants [16]. Such systems can offer advanced functionality to human operators to deal 

effectively with abnormal events and potential emergency situations.  

However, the evidence from operating experience in technical systems indicates that 

the systematic errors and random failures causing accidents have occurred and can occur 

in the future due to reasons. To limit relevant risks of such hazardous events the 

international functional safety standards [14, 15, 16] have been developed. They include 

requirements how to design the safety functions and operate the programmable control 

and protection systems that implement these functions. Detailed requirements concerning 

software are specified in part 3 of IEC 61508 [14] and in a publication [5] for off-line 

safety advisory software. Unfortunately, mentioned functional safety standards do not 

include clear guidance how to deal with the human factor issues, although some general 

remarks are given.  

The defense in depth (D-in-D) concept used for nuclear power plants equipped with 

light water reactors is discussed in the context of functional safety of the control and 

protection systems that form the safety layers. Thus, the safety systems should be 

designed and operated with regard to functional safety requirements [14, 16]. 

The aim of research undertaken and outlined in this article is to develop methodology 

for supporting the design of E/E/PE and I&C systems important to safety with regard to 

human factors and human reliability analysis (HRA). It is of prime importance for correct 

verification and validation of the safety integrity level (SIL) of safety functions that are 

implemented using the E/E/PE or SIS systems [14, 15, 21] and the I&C systems in nuclear 

power plants [16].  

2. Functional Safety Requirements with regard to Human Factors 

2.1 Safety Functions and Required Safety Integrity Levels 

The E/E/PE safety-related system, shown in Figure 1, usually consists of following 

subsystems: (A) input devices (sensors, transducers, converters etc.), (B) logic device, 

e.g., PLC (Programmable Logic Controller) and (C) output devices, e.g., actuators that 

include the equipment under control (EUC). The probabilistic modelling of redundant 

subsystems A, B and C should include the contribution of common cause failures (CCF).  
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Figure 1: General Configuration of E/E/PES for Realisation of Safety Functions 

The EUC control system is a system that responds to input signals from the process 

and/or from a human operator and generates output signals causing the EUC to operate as 

designed. The EUC is to be controlled by the BPCS (basic process control system) or SIS 

(safety instrumented system).  

Safety is defined in the functional safety standards [14, 15] as freedom from 

unacceptable risk. Functional safety is part of the overall safety relating to the EUC and 

the EUC control system that depends on the correct functioning of the E/E/PE safety-

related systems and other risk reduction measures. 

An important term concerning the functional safety concept is the safety integrity [14], 

understood as the probability that given safety-related system (S-RS) will satisfactorily 

perform required safety function (SF) under all stated conditions within given period of time.  

The safety integrity level (SIL) is a discrete level (one out of possible four), 

corresponding to a range of safety integrity values, where the safety integrity of level 4 is 

the highest level of safety integrity and the safety integrity of level 1 is the lowest. The 

target failure measures for distinguished safety integrity levels are specified in Table 1. 

The safety integrity levels are used for specifying the safety integrity requirements of the 

safety functions to be allocated to the E/E/PE safety-related systems.  

For the E/E/PE systems performing safety functions two types of interval probabilistic 

criteria are defined (Table 1) for consecutive SILs namely [14]:  

 the average probability of failure PFDavg to perform the safety-related function on 

demand for given system operating in a low demand mode; or 

 the rate of a dangerous failure per hour PFH (the frequency) for given system 

operating in high demand or continuous mode. 

Once the tolerable risk has been set, and the necessary risk reduction estimated, the 

safety integrity requirements for the safety-related systems are to be allocated [14]. The 

allocation concept of safety requirements to the safety functions to be realised by the 

E/E/PE safety-related systems in the context of other technology safety-related systems 

and/or external risk reduction facilities is presented in Figure 2.  

Table 1: Safety Integrity Levels and Probabilistic Criteria to be assigned for Safety Functions 

operating in Low Demand Mode or High/Continuous Mode 

SIL PFDavg PFH [h–1] 

4 [10–5, 10–4] [10–9, 10–8] 

3 [10–4, 10-3] [10–8, 10–7] 

2 [10–3, 10–2] [10–7, 10–6] 

1 [10–2, 10–1] [10–6, 10–5] 
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The methods used to allocate the safety integrity requirements to the safety functions depend, 

primarily, upon whether the necessary risk reduction is specified explicitly in a numerical manner or 

in a qualitative manner [14]. The safety integrity levels can be assigned based on a categorisation of 

safety systems as it has been proposed in case of nuclear power plants [12, 19]. 
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Figure 2: Allocation Concept of Safety Requirements to the E/E/PE Safety Related-Systems and 

other/External Risk Reduction Facilities 

The verification of the safety integrity level achieved for given solution of safety 

function should include the issue of human factors to be incorporated using relevant 

method of the human reliability analysis (HRA) [2, 19].  

2.2 Functional Safety Analysis and Issues of Human Factors  

The international standard IEC 61508 [14] applies to the safety-related systems when one 

or more of such systems incorporate the electrical/electronic/programmable electronic 

(E/E/PE) elements. The safety-related system is a designated system that both implements 

the required safety functions necessary to achieve or maintain a safe state for the EUC 

(equipment under control), and is intended to achieve, on its own or with other E/E/PE 

safety-related systems and other risk reduction measures, the necessary safety integrity for 

the required safety functions. The origin for systematic or latent faults in such system is 

mostly related to human errors [22, 23].  

A person can be part of a safety-related system (see note 5 attached to 3.4.1 in IEC 

61508-4 [14]). For example, a person may receive information from a programmable 

electronic device and may initiate a safety action based on this information, or may 

perform a safety action through a programmable electronic device. However, the human 

factor requirements related to the design of E/E/PE safety-related systems are not 

considered in detail in this standard. For instance, human factors should be included in 

following steps of the functional safety management [14]: (6) Overall operation and 

maintenance planning, and (7) Overall safety validation planning (see IEC 61508-1). The 

steps of overall functional safety-related lifecycle scheme are shown in Figure 3.  
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Figure 3: Overall Functional Safety-related Lifecycle Scheme (based on [14]) 

Table 2: Issues of Human Factors indicated in the Standard IEC 61508 

Details Human factor issues Explanations and remarks 

Part 1 

Clause 7.4.2.3 

All relevant human factor issues shall 

give particular attention to abnormal 

or infrequent modes of operation of 

the EUC 

It shall include fault conditions, reasonably 

foreseeable misuse and malevolent or unauthorized 

action.  

The hazard and risk analysis should consider whether 

the activation of a safety function due to a demand or 

spurious action will give rise to a new hazard. 

Part 1 

Clause 7.4.2.10 

Any credit taken for operational 

constraints or human intervention 

shall be detailed. 

It should be considered in the hazard and risk analysis 

including detailed human task analysis.  

Part 2 

Clause 7.4.7.3 

The design of the E/E/PE safety-

related systems shall take into account 

human capabilities and limitations and 

be suitable for the actions assigned to 

operators and maintenance staff. 

Such design requirements shall follow good human-

factor practice and accommodate the likely level of 

training or awareness of operators.  

Some mistakes made by operators or maintenance 

staff may not be recoverable by the E/E/PE safety-

related systems.  

Part 2 

Clause 7.6.2.3 

A consideration of human factors is a 

key element in determining the 

actions required and the appropriate 

interface(s) with the E/E/PE safety-

related system. 

The routine maintenance actions required to maintain 

the functional safety (as designed) of E/E/PE safety-

related systems shall be determined using a 

systematic method. 

Part 3 

Clause 7.2.2.13 

Information about the EUC displayed 

to the operator should follow closely 

the physical arrangement of the EUC.  

If the possible operator actions allow interactions 

whose consequences cannot be observed at one 

glance, the information displayed should 

automatically contain at each state of a display or an 

action sequence, which state whether the sequence is 

reached. 

Part 7 

Clause B.4.2 

User friendliness, as the correct 

operation of the safety-related system 

may depend to some degree on human 

operation. 

The developer of safety-related system should ensure 

that the need for human intervention is restricted to an 

absolute minimum and the necessary intervention is 

as simple as possible. The potential for harm from the 

operator error should be minimized and the 

intervention and intervention facilities should be 

designed according to clear ergonomic requirements.  
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Required activities related to the functional safety management including the 

determination of the SIL and its verification are not shown in details on this scheme. To 

avoid as much as possible the systematic and random failures they should be specified for 

the E/E/PE systems (hardware), software and human factors. The requirements concerning 

functional safety management including human factors should run in parallel with the 

overall safety lifecycle phases. In Tables 2, 3 and 4 some issues concerning the human 

factors specified respectively in international standards: IEC 65608 [14], IEC 61511 [15] 

and IEC 61513 [16] are specified and described.  

Table 3: Human Factors Issues indicated in the Standard IEC 61511 

Details Human Factor Issues Explanations and Remarks 

Part 1 

Clause 

11.2.6 

The design of the SIS shall take into 

account human capabilities and 

limitations and be suitable for the task 

assigned to operators and maintenance 

staff. 

The design of operator interfaces shall follow good human 

factors practice and shall accommodate the likely level of 

training or awareness that operators should receive. 

Awareness includes the knowledge as to why the tasks are 

important to safety. 

Part 1 

Clause 

11.7.1 

Where the SIS operator interface is 

via the BPCS operator interface, 

account shall be taken of credible 

failures that may occur in the BPCS 

operator interface. 

The design of the SIS shall minimize the need for operator 

selection of options and the need to bypass the system 

while the unit is running. If the design does require the use 

of operator actions, the design should include facilities for 

protection against operator error. 

Part 2 

Clause 

11.7.1.5 

The SIS operator interface design 

shall be such as to prevent changes to 

the SIS application program. 

Where safety information needs to be transmitted from the 

BPCS to the SIS, then systems should be used which can 

allow writing from the BPCS to specific SIS variables. 

Equipment or procedures should be applied to confirm that 

the proper selection has been transmitted and received by 

the SIS and does not compromise the safety integrity of 

the SIS. 

Part 2 

Clause 

8.2 

Judgement should be made on when 

operator errors are to be included as 

causes of the identified hazardous 

events and the frequency of such 

events.  

Any claims for risk reduction from an alarm layer of 

protection should be supported by a documented 

description of the necessary response for the alarm and 

justification that there is sufficient time for the operator to 

take the corrective action and assurance that the operator 

will be trained to take relevant preventive actions. 

Part 2 

Clause 

I.18 

Factors considered in the design of the 

operator interface include: 

(a) alarm management requirements,  

(b) operator response needs, and 

(c) good ergonomics. 

Changes to the application program (e.g., trip settings) of 

the SIS can only be made through the SIS engineering 

consoles with appropriate security measures. Alarm 

management ensures that problems and potential hazards 

are presented to the operator in a manner that is timely and 

easily identified and understood by using alarm 

prioritization.  

Part 2 

Clause 

I.28 

Competence of personnel - the 

operation personnel should be trained 

on the hazards associated with the 

process as well as the operation of the 

BPCS and SIS prior to startup. 

Management is required to ensure that persons responsible 

for carrying out and reviewing each of the safety lifecycle 

activities are competent to carry out the activities for 

which they are accountable.  

Thus, the hazard and risk analysis should include considering whether the activation of 

a safety function due to a demand or spurious operation would give rise to a new hazard. 

In such situation it may be necessary to develop a new safety function in order to deal 

with such anticipated hazard [14]. The spurious action of safety control systems can 

confuse operators and can contribute to making a mistake resulting in an error of omission 

(EOM) or even an error of commission (EOC). The potential abnormal states of the 

programmable control or protection systems could arise also due to security related 

reasons in industrial computer network and therefore should be carefully considered [19].  
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Thus, the review of functional safety management should take into account the human 

factor issues, as e.g., an error to select and follow relevant procedure in potential 

hazardous situations. The procedures developed for given hazardous plant should be 

carefully verified as regards the functional safety and security aspects of the 

programmable control and protection systems.  

Table 4: Human factors requirements specified in the standard IEC 61513 

Details Human factor issues Explanations and remarks 

Clause 

5.2.2 

The requirements concerning human-

machine interactions include the principles 

of operation together with ergonomic 

considerations in order to minimize 

failures due to human factors.  

The I&C design process requires the following inputs 

from the plant safety design base: the role of 

automation and prescribed operator actions in the 

management of operational occurrences and accident 

conditions, a task analysis in accordance with IEC 

60964:2009 defining which functions should be 

assigned to operators and which to machines, or the 

priority principles between automatic and manually 

initiated actions.  

Clause 

5.4.2.3 

The design of the I&C architecture shall 

be demonstrated to be consistent with the 

main decisions concerning the technology 

of the HMI systems (computerized or 

conventional).  

More complex systems should be used for the 

presentation of information to the plant operators if it 

reduces the human factor contribution to a failure on 

demand. The potential for CCF of a CB (computer-

based) information system should be considered in 

comparison with the potential for failures due to human 

factors.  

Clause 

5.5.7 

Requirements related to the training of the 

plant personnel working with I&C 

systems. Simulators for operator training 

shall provide realistic control room 

interfaces and capability for real-time 

simulation of the plant’s bahaviour 

including the I&C systems.  

Operator training shall address operations under 

normal and abnormal plant conditions using all 

relevant operator interface devices and I&C functions. 

Specific training in the recognition of hardware failures 

and software abnormalities should also be included in 

the training program.  

Clause 

6.2.2.5 

Boundaries and interfaces with other 

systems and interfaces with users.  

The HMI requirements shall ensure that the risk of 

human error is minimized, for example, inadvertent 

errors, oversights, omissions during installation, 

operation, test and maintenance of the system and the 

plant, or when incorporating design modifications.  

Clause 

6.2.4.2 

Functional validation of application 

functions and reliability assessment of the 

application functions performed by the 

system.  

The system shall be checked to provide 

defenses against operator errors and 

failures of other systems and equipment, 

as defined in the system requirement 

specification (see clause 6.2.6 g). 

It aims to detect errors or omissions in the application 

function specification. Functional validation should 

involve modeling of actuation equipment (I&C system) 

and NPP operation, especially for the functions of 

category A.  

An I&C emulator or an engineering simulator may be 

used as test environment.  

There are requirements in the standard IEC 61513 that the evaluation of the 

contribution of possible hardware failures (also due to human errors) to the reliability of 

the safety function shall be determined by a probabilistic quantitative analysis based on 

failure rates of components. When given function to be performed by the system is part of 

a safety group, then the reliability requirements are placed on the I&C architecture of this 

safety group [16]. The reliability analysis shall take into account the effects of 

independent failures, CCFs and propagation of failures within all the systems contributing 

to this safety group. Because the human factors contribute to reliability of the safety 

group, the human reliability analysis (HRA) should be also carried out to indicate and 

eliminate weak elements in the safety system.  
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   Thus, a person can be an integral part of a safety function. For example, the human 

operator receives information on the state of the process, the EUC and the EUC control 

system, diagnoses the situation and perform a safety action in the context of information 

available. Therefore, the issues of human factors indicated in Table 2 and 3 should be 

considered. New hazards can emerge in modern programmable protection systems that 

require additional attention, e.g., the memory of smart sensors shall be write-protected to 

prevent inadvertent modification, unless appropriate safety review allows the use of 

read/write data transmission (see IEC 61511-1 clause 11.6.4).  

2.3 Defence in Depth Concept and the Role of Instrumentation and Control 

Systems important to Safety in Nuclear Power Plants  

The concept of defence in depth (D-in-D) for nuclear power plant (NPP) design and 

operation is based on three fundamental principles [10, 11, 13]: 

 defence in depth provides the basic framework for most of NPP safety; 

 the concept has been refined and strengthened through years of application;  

 all safety analyses applied for NPPs, both deterministic and probabilistic, revolves 

around evaluation of the performance of the plant, which is subject to different modes 

of defence in depth with relevant reliability of these modes. 

    Figure 4 shows four physical barriers (B1−B4) and five levels of protection (L1−L5) 

according to the defence in depth concept. Any violation of general safety principles in 

design management, quality assurance or safety culture can adversely affect several levels 

of defence at the same time. Specific safety principles that usually address the 

performance of various hardware components are typically assigned to different levels of 

defence [13, 19]. 
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Figure 4: Physical Safety Barriers and Levels of Protection according to the Defence in Depth 

Concept of Nuclear Reactors (based on [13]) 

The objectives of the levels of functional protections are as follows [13]: 

 L1: prevention of deviations, abnormal operation and failures (conservative design and 

high quality in construction and operation, control and protection systems); 

 L2: control of abnormal operation and detection of failures (control systems, limiting 

and protection systems and other surveillance features); 

 L3: control of accidents within the design basis (engineered safety features and 

accident procedures, protection systems); 
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 L4: accident management and confinement protection (control of severe plant 

conditions including prevention of accident progression and mitigation of the 

consequences of severe accidents, complementary measures and accident 

management); 

 L5: off-site emergency response (mitigation of radiological consequences of 

significant releases of radioactive materials). 

Some examples of generic safety functions to be considered for the light water reactors 

are given in Table 5.  

Table 5: Examples of Generic Safety Functions considered for Light Water Reactors ([12]) 

Safety functions* Preventive Mitigatory 

(1)  to prevent unacceptable reactivity transients F1  

(2)  to maintain the reactor in a safe shutdown condition after all shutdown 

actions 
F1 F1 

(3)  to shut down the reactor as necessary to prevent anticipated 

operational occurrences from leading to design basis accidents and to 

shut down the reactor to mitigate the consequences of design basis 

accidents 

F1 F1 

(4)  to maintain sufficient reactor coolant inventory for core cooling in and 

after accident conditions not involving the failure of the reactor 

coolant pressure boundary 

 F2 

(5)  to maintain sufficient reactor coolant inventory for core cooling in and 

after all postulated initiating events considered in the design basis 
 F2 

(6)  to remove heat from the core after a failure of the reactor coolant 

pressure boundary in order to limit fuel damage 
 F2 

(7)  to remove residual heat in appropriate operational states and accident 

conditions with the reactor coolant pressure boundary intact 
F2 F2 

(8)  to transfer heat from other safety systems to the ultimate heat sink  F2 

(9)  to ensure necessary services (such as electrical, pneumatic, hydraulic 

power supplies, lubrication) as a support function for a safety system 

supporting 

F1, F2, F3 

supporting 

F1, F2, F3 

(10) to maintain acceptable integrity of the cladding of the fuel in the 

reactor core 
F3 F3 

*) Three fundamental categories of safety functions of the light water reactors (PWR, BWR):  

 F1: control of reactivity; F2: removal of heat from the core; F3: confinement of radioactive 

material. 

These safety functions are designed using the I&C systems for the initiation, control 

and monitoring based on a set of requirements. The requirements for the function with 

highest category determine the class of the safety system. In Table 6 some examples of 

requirements are presented that illustrate assigning the hardware fault tolerance (HFT) 

and the safety integrity level (SIL), concerning hardware and software, to categories of 

functions and classes of safety systems. 

Table 6: Examples of Requirements for the I&C Systems 

I&C function 

category 

I&C system class Hardware fault tolerance 

(HFT) 

Safety integrity level (SIL) of 

hardware and software 

A (B, C) 1 2 (1a) 4c,d (3d) 

B (C) 2 1a (0b) 3 (2) 

C 3 1a (0b) 2 (1) 

a Fulfilling requirement of single failure criterion (SFC) that is necessary for category A 
b Justified when functional redundancy using another system is available 
c IEC 61226 sets a limit on the reliability that may be claimed for systems which incorporate software to 

10−4 (this value is on the border of intervals for SIL 3 and 4 – see Table 1) 
d Vital protection systems, e.g., the reactor protection system to be designed as hardwired. 
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Thus, the I&C systems implementing the functions important to safety are assigned to 

one of three classes that conform to defined design, manufacturing and qualification 

requirements, which make these systems suitable for implementing functions of one or 

more of the categories A, B, C. Typical classification of these systems based on IEC 

61513 is presented in Table 7. The HMI system may be assigned to one of the classes: 1, 

2, 3 or not classified system. The HMI of class 1 may be restricted to a few critical 

indicators and push-buttons in the control room or the emergency control room [16]. 

Table 7: Typical classification of the I&C systems [16] 

I&C systems Class 1 Class 2 Class 3 Not classified 

Automation and control systems  x x x 

HMI systems xa x x x 

Protection and safety actuation systems x    

Emergency electrical power actuation 

systems 

x    

a May be restricted to a few critical indicators and push-buttons 

If the operators contribute to the realization of safety function considered then the 

human reliability analysis is required to evaluate the human error probability (HEP) using 

appropriate method of human reliability analysis (HRA) taking into account results of 

human task analysis and the performance shaping factors (PSFs) relevant to the situation 

of interest. The design process of I&C systems including HMI for hazardous plant is 

discussed in the publication [20]. Human factor techniques based on the international 

standards IEC 60964 and IEC 60965 can be used for ensuring the quality of the HMI in 

the design of the main control room or other control areas of the plant [16]. A review 

model for the human factors engineering is outlined in the document NUREG-0711 [26]. 

3. Human Reliability Analysis for verifying the Safety Function Integrity 

Various HRA methods are used in PSA practice for evaluating human error probability 

(HEP) with regard to a set of performance shaping factors (PSFs) [3, 8, 9, 25]. For 

instance, in the SPAR-H method [24] two cases of the human error probability can be 

evaluated: HEPD for diagnosis and/or HEPA for action that follows diagnosis. This 

method is relatively simple when compared other HRA methods / techniques [1, 6] and 

useful for preliminary evaluating of HEPs within the safety functions of required safety 

integrity level: SIL1, SIL2 or SIL3 [19]. The method is useful for the functional safety 

specialists interested in performing preliminary HRA [17].  

In the SPAR-H method eight factors (consecutive i
th

 PSF factor in denoted from 1 to 

8) are to be evaluated by the HRA analysts/experts for the accident scenario considered:  

1. Available time;  

2. Stress/stressors;  

3. Complexity;  

4. Experience/training;  

5. Procedures;  

6. Ergonomics/HMI;  

7. Fitness for duty, and  

8. Work processes.  

In case of diagnosis (D), if all PSF ratings are nominal for j
th

 situation (SDji = 1, for i 

from 1 to 8), then HEPDj = NHEPD = 0.01. In remaining cases the calculations of HEPDj 

are performed according to relevant formula given in [24], formally represented in [19].  
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In case of action (A), if all PSF ratings are nominal for j
th

 situation (SAji = 1, for i from 

1 to 8), then HEPAj = NHEPA = 0.001. In remaining cases the calculations of HEPAj are 

performed according to relevant formula given in [24], formally represented in [19].  

The nominal values of HEP: NHEPD and NHEPA suggested in the SPAR-H method 

have been evaluated by experts and confirmed in the verification process [1, 24]. 

Nevertheless, further verifying research should be carried out for other categories of 

accident scenarios in hazardous plants, not only from the nuclear energy sector.  

The sets of values for consecutive PSFs for diagnosis and action (SDji and SAji) have 

been also evaluated by experts taking into account own experience and comparative 

assessment of results obtained from other HRA methods [1, 24]. It is worth to mention 

that the highest value of 50 was assigned to the factors of number 5 and 6: SDj5  

(Procedures – not available) and SDj6 (Ergonomics/HSI – missing/misleading).  

For instance, if for diagnosis of j-th situation considered the values of factors are as 

follows: SDj3 = 2 (Complexity – moderately complex), SDj5 = 5 (Procedures – available, 

but poor), SDj6 = 10 (Ergonimics / HMI – poor), and remaining factors are nominal, then 

the aggregated value is SDj = 100, and according to a non linear formula in [24] HEPDj = 

0.50. This value of HEP is much higher if compared with interval criteria values of 

PFDavg for a safety function of SIL1 (see rates in Table 1). Thus, the functional safety 

designer faces with a problem whether the human operator could be a part of the safety 

function. Therefore, the functional safety system of interest has to be redesigned. 

The evaluations of these factors: 5. Procedures and 6. Ergonomics/HMI should be 

based on careful analysis of solutions to be considered with regard to hierarchy of goals, 

functions, tasks and human operator activities [20]. Thus, the HRA results are important 

in designing process of the instrumentation and control (I&C) systems and relevant HMI 

(see Tables 2-4). Additional reliability requirements are to be imposed on both equipment 

and expected human performance in designing the alarm system. They are summarized in 

Table 8 according to suggestions for the process industry sector.  

Table 8: Reliability Requirements concerning the Alarm System and Human Operator ( [4]) 

Claimed 

PFDavg 

Alarm system (AS) integrity 

/ reliability  

Human reliability requirements 

 

> 10-1 

Standard AS, may be 

integrated into BPCS 

No special requirements – the AS should be operated and 

maintained with regard to good engineering practice [4] 

(10-2, 10-1] AS designed as safety-

related for SIL1; it should be 

independent from BPCS 

(unless this is designed also 

as safety-related) 

The operator should be well trained for specific expected 

plant failures that the alarm system indicates. 

The operator should have clear response procedures for 

important alarms and claimed operator performance should 

be audited.  

≤ 10-2 AS designed as safety-

related for SIL2 
It is not recommended to claim HEP  below 10-2 for any 

operator action even if it is multiple alarmed and relatively 

simple to perform. 

It is recommended to demonstrate for all credible accident scenarios that total number 

of safety-related alarms and their presentation rate does not overload the operator [4]. It 

might be interpreted as the requirement that no credible accident generates more than 

a certain number of safety-related alarms within specified period. Additional research is 

necessary to develop coherent functional safety and reliability requirements for the safety 

systems in nuclear power plants with regard to human and organisational factors.  

As it is known, the standard IEC 61513 was developed for nuclear power plants in 

relation to four basic parts of IEC 61508 (from 1 to 4, i.e., without parts 5-7) and there are 

not direct guidance how to determine the safety integrity levels (SILs) of safety functions 
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with regard to the hardware and software requirements. In the publication [19] a method is 

suggested including categorisation of the safety functions within safety structures with 

regard to guidance given in the IAEA publications [10-13].  

4. Conclusions 

The aim of research undertaken and outlined in this article is to develop methodology for 

supporting the design and operation of the electrical/electronic/programmable electronic 

(E/E/PE) systems and the instrumentation and control (I&C) systems important to safety 

in nuclear power plants including the human factors issues taking into account the results 

of human reliability analysis (HRA). It is of prime importance for correct verification and 

validation of the safety integrity level (SIL) of safety functions that are implemented using 

the E/E/PE systems or I&C systems.  

The defense in depth (D-in-D) concept used in hazardous industrial plants and nuclear 

power plants equipped with light water reactors is discussed in the context of functional 

safety of the programmable control and protection systems that are treated as safety 

layers. The safety systems and the safety-related systems are designed and operated 

nowadays in the context of the functional safety requirements. 

The functional safety analysis framework offers additional possibilities for more 

comprehensive dealing with the human factors and human reliability analysis (HRA) with 

regard to contextual human-operator behaviour in abnormal and hazardous situations, also 

those defined as dangerous failures of the programmable control and protection systems. 

The initial research carried out proved to be useful for understanding how to design the 

safety functions in an integrated human-centred manner, also those initiating operation of 

the emergency safety features (ESFs) by means of the programmable control systems 

supervised by the human operators.  

The SPAHR-H method is proposed for preliminary HRA and evaluating the HEP 

within the safety functions of required safety integrity level, mainly SIL1, SIL2 or SIL3. 

The advantage of SPAR-H method is that it allows relatively quick quantification of PSFs 

and their influence assessment, so the PSF evaluations can be linked to the requirements 

compiled in Tables 2-4. This method is of interest for the functional safety specialists for 

performing preliminary HRA. However, additional research is required for better 

validating the PSF and HEP quantification rules proposed in the SPAR-H method.  

The issues of dependencies and uncertainties in probabilistic modeling of complex 

socio-technical systems including context oriented human reliability analysis (HRA) 

require also additional research. These problems should be considered within more 

general framework of analyses and assessments including relevant aspects of aleatory and 

epistemic uncertainty. It concerns in particular developing a second generation of HRA 

method that includes the cognitive aspects of human-operator behaviour, useful for using 

in practice of probabilistic safety analysis of complex hazardous plants.  
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